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Apache web server log file format

Apache is part of the Linux SOFTWARE STACK (Linux, Apache, MySQL, PHP). Apache is responsible for displaying websites to people who are looking at your website. The server grants access to visits to your site and keeps an access protocol. These records or log files can be a valuable source of information about
your site, usage, and audience. In this tutorial, you will learn how to view Apache access log files. Linux running Apache Web Service User account with root (sudo) terminal window access (Ctrl-Alt-T in Ubuntu, Alt-F2 in CentOS) If you are logged on to a web server with cPanel, you can download Apache access logs via
the graphical interface. 1. Look for a section called Metrics. 2. Click Raw Access. If archiving is enabled, raw Apache log files can be downloaded at the bottom of the page. They will look like standard hyperlinks marked for the site you are managing. Click the hyperlink to prompt you to save or open the file. These log
files are compressed using gzip, so if you're not using Linux, you may need a decompression tool. Save the file to a location you like. 3. Locate the file in the operating system and right click &gt; extract. The new file should appear without the .gz. 4. Right-click &gt; edit to open the file in your favorite text editor to view the
content. If you are working on a computer that hosts Apache, or if you are logged on to it remotely, you can use the terminal to view and filter the contents of the access logs. By default, you can find the Apache access log file on the following path: /var/log/apache/access.log /var/log/apache2/access.log
/etc/httpd/logs/access_log Use the graphical user interface or cd terminal to locate the system where the logs are stored. In the terminal window, type the following: sudo tail -100 /var/log/apache2/access.log The tail command tells the computer to read the last part of the file and the -100 command directs it to display the
previous 100 items. The last part of /var/log/apache2/access.log tells the computer where to look for the log file. If the log file is in a different location, be sure to replace your computer's path with apache files. Sometimes you want to see only a specific type of entry in the log. You can use the grapefruit command to filter
a report by certain keywords. For example, type the following in the terminal: sudo grep GET /var/log/apache2/access.log Like the previous command, the /var/log/apache2/apache2.log file appears and displays the contents of the access protocol. The grep command tells the computer to display only items with a GET
request. You can also replace other Apache commands. For example, if you want to .jpg access to images, you .jpg replace get. As before, use the actual path to the server log file. In addition to the access log, you can view the error log terminal commands above. Enter the following: in the terminal: sudo tail -100
/var/log/apache2/error.log If you found the access log file in a different location, your error log file will be in the same location. Make sure you have entered the correct path. The first time you open an access log file, you may feel overwhelmed. There is a lot of information about HTTP requirements, and some text editors
(and terminal) wrap the text on the next line. This can make it confusing to read, but each information is displayed in a specific order. The conventional method of expressing the access log file format is: %h %h %u %%r\ %&gt;s %b \%{Referer}i\ \%{User-agent}i\ This is code for the most common things in each log line.
Each sign corresponds to part of the information in the log: %h - Client IP address (source of the access request). %l - This next item can simply be a hyphen — that is, no information has been retrieved. This is the result of client-side identd checks. %u - Client Idrid if the access request requires http authentication. %t Timestamp of incoming request. \%r\ - The request line that was used. It tells you the http method (GET, POST, HEAD, etc.), the path to what was requested, and the http protocol that is used. %&gt;s - The status code that was returned from the server to the client. %b - The size of the requested resource. \%{Referer}i\ Click a link on another site or other ways that the client has been referred to your page. \%{User-agent}i\ - Informs about the entity making the request, such as web browser, operating system, site source (in the case of a robot), etc. Just read the line in the log file and each entry can be decoded according to the above. If
no information is available, a hyphen appears in the log. If you are working on a preconfigured server, the log file may have more or less information. You can also create a custom log format by using a custom log module. For more information about log decoding formats, see this page. Apache log analysis gives you the
ability to measure the ways that clients interact with your website. For example, you can look at a timestamp to see how many access requests arrive per hour to measure traffic patterns. You can look at the user agent to see if specific users are logging on to the site to access the database or create content. You can
even track failed authentications and track different types of cybersecurity attacks against your system. The apache error log can be used similarly. It is often simply used to see how many 404 errors are generated. Error 404 occurs when a client requests a missing resource, which can alert you to broken links or other
errors on the page. However, it can also be used to find configuration glitches or even warnings about possible problems with the server. This guide provides methods for extracting data to view Apache access log files. The access .log is an excellent resource for measuring the ways clients communicate with your server.
A .log error file can help you troubleshoot web problems. As any developer or system administrator will tell you, log files are a very useful tool for debugging problems within a Web application. In fact, log files are typically used as the primary source of information when web pages are not functioning properly. One
specific log file that can be used in debugging applications (or simply to get an overview of visitor activity) is an access protocol created by APACHE HTTP. Below I will get into the details of these protocols: I will explain what is recorded in the Apache access logs, where they can be found and how to make sense of the
data contained in the file. Since the true strength of log data comes from understanding the importance of data through analytics, I will also discuss the benefits of working with a protocol management and analysis platform (such as Sumo Logic) to derive valuable insights from access log data. What are Apache access
protocols? As mentioned above, the Apache access protocol is one of several log files created by apache http server. This particular log file is responsible for recording data for all requests processed by apache server. Therefore, if an individual visits a Web page on your website, the access log file will contain details
about this event. This information is valuable in various situations: for example, if a common request fails for any individual trying to access a particular website, the link may point to a page that no longer exists; If a particular page on the site takes longer to load, log entries may indicate SQL queries that could be
refactored to improve performance; if one particular page on the web is very popular, the aggregation of data from access protocols could shine a light on commonly requested sources, allowing businesses to increase their popularity by providing more related content. Where can I find apache access protocols? The
location of apache access protocols depends on the system on which the APACHE HTTP server is running. Most APACHE HTTP server instances run on Linux distributions. So for the purposes of this article, we will stick to the details of where Apache access protocols can be found on a Linux computer. For example, in
ubuntu linux distribution, access log records will be written to the following location by default:/var/log/apache2/access.logExaessive location may vary slightly for other Linux distributions, but in most cases you won't have to look too far. Finally, the location and format (more on this later) of the access logs are defined by
the CustomLog directive, which can be viewed and modified within the APACHE HTTP server configuration. Interpreting Apache Access LogsNow that you know what apache access protocols are and where they can be found, we can explain how to interpret items so, your development team and other IT can make good
use of them. Reading Apache Access LogsImiously Apache access logs require the analyst to understand the format in which access logs are recorded. As mentioned above, the format for access logs is defined in the CustomLog directive along with the location. We look at two popular protocol formats that are often
used with Apache access logs below.Common Log Format is a standardized text file format used by different Web sites when generating server log files. You can use apache http to use a common protocol format to create access logs that are simple enough for developers and administrators to read. In addition, because
it is a standardized format used by multiple Web sites, CLF log files can be easily used by many protocol analysis platforms. An access log record written in a common log format will look something like this:127.0.0.1 - Scott [10/Dec/2019:13:55:36 -070 ] GET /server-status HTTP/1.1 200 2326 The fields in the sample
record above represent the following:127.0.0.1 - IP address of the client that made the request; The hyphen that defines the second field in the log file is the identity of the client. This field is often returned as a hyphen, and Apache's HTTP server documentation recommends that this particular field should not be counted
on except for a controlled internal network. Scott - the userid of the person requesting the source; [10/Dec/2019:13:55:36 -0700] - date and time of application; GET /server-status HTTP/1.1 - required request type and resource;200 - HTTP response status code;2326 - the size of the object returned to the client.
Combined protocol formatA new format, which is often used with Apache access protocols, is the combined log format. This format is very similar to the common protocol format, but contains several additional fields that provide additional information for use in analysis and debugging operations. The access log record
that is recorded in the combined log format looks similar to:127.0.0.1 - Scott [10/Dec/2019:13:55:36 -0700] GET /server-status HTTP/1.1 200 2326 Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, as Gecko) Chrome/78.0.3904.108 Safari/537.36As you can see, the first seven fields are identical
to those in the common protocol format. The remaining fields represent two additional properties: - This is the http referer that represents the address from which the resource request originates. Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, as Gecko) Chrome/78.0.3904.108 Safari/537.36 This is a user agent that identifies information about the browser that the client uses to access the resource. The CustomLog directiveI mentioned earlier that the configuration for Apache access logs is done through the CustomLog directive in the Apache HTTP server configuration file. Let's take a look at the sample
configuration of the access log flexibility provided by CustomLog:LogFormat %h %l %u %t \%r\ %&gt;s %O \%{Referer}i\ \%{User-Agent}i\ combinedCustomLog /var/log/apache2/access.log combinedHere, we defined the combined protocol format through the LogFormat directive and followed this up by defining the
location and format (combined) for the access protocol using the CustomLog directive. As you can see, editing the location or format of the access log is a simple process. In addition, the use of the CustomLog directive provides us with several additional features, which we will describe below. Multiple Access LogsExe is
no rule that says you can't configure multiple access protocols for your apache HTTP server, and the process is actually pretty easy; All you have to do, is simply to add additional CustomLog directives to add another customized access log file:LogFormat %h %l %u %t \%r\ %&gt;s %O \%{Referer}i\ \%%User-Agent}i \
combinedLogFormat %{User-agent}i agentCustomLog /var/log/apache2/access.log combinedCustomLog /var/log/apache2/agent_access.log agentConditional LogsIn addition, can be written to logs for conditional access. This can be useful for a variety of reasons, including excluding records associated with specific
clients. Typically, this is done by setting environment variables and referencing them through the env clause. For more information, see customlog's official documentation. Log Rotation &amp; Piped LogsLike anything else on a server, log files take up space. And on a relatively busy Apache server, log files such as
access logs can grow rapidly. Therefore, it is important to have processes in place for regularly moving or deleting old log files. Fortunately, apache http server has the ability to do this using proper restarts and pipeline log processes. A proper restart of the Apache server allows you to restart without losing client
connections. This restart allows Apache to open and write to new log files without interrupting the client, allowing processing to compress or delete old log files in order to save space. Piped log processes, on the other hand, can allow log rotation to be executed without restarting the server; for example, a program called
rotatelogs is part of an Apache HTTP server. Rather than simply writing to a file, access log entries can be written through a channel to this particular program. Rotatelogs contains options for rotating logs conditionally based on time or size. Analyzing apache access protocols with Sumo LogicCollecting a huge amount of
data in log files is useful only if the data can be efficiently managed and easily analyzed. When properly completed, it creates valuable insights that can be used to identify opportunities to improve the configuration of a Web site or application. When working with Apache access logs, it's best to integrate with sumo logic to
collect files Apache, allowing the process to process visualization is less painful than ever. The process of getting started is quite easy. In fact, by simply configuring the sumologic collector and local file source for the Apache access log, you can be up and running in a basic sense in minutes. Check out Sumo Logic today
to learn how they can improve your log management and data analytics processes. Reduce downtime and move from reactive to proactive monitoring. Tracking.
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